Declassified in Part - Sanitized Copy Approved for Release 2013/03/18 : CIA-RDP90B01390R000200330022-8

’ ROUTING TOP-SECRET
T0: /,\w(mano ADDRESS DATE [INITIALS
- Security Classification
1 | /7 2 L o (Security on)
R —— OGA
3 r_‘g.(.
4 T
ACTION DIRECT REPLY PREPARE REPLY
APPROVAL DISPATCH RECOMMENDATION
COMMENT FILE RETURN %
CONCURRENCE INFORMATION SIGNATURE CONTROL NO. 1
REMARKS: @‘7 Z_/
FROM: NAME, ADDRESS, AND PHONE NO. DATE
Handle Via
Channels

Access to this document will be restricted to
those approved for the following specific activities:

Warning Notice
Intelligence Sources and Methods Involved
NATIONAL SECURITY INFORMATION

Unauthorized Disclosure Subject to Criminal Sanctions

A9 NN N NN NSNSNSN\N\N: ;“~

TOP-SEGRET

(Security Classification)

Declassmed in Part San|t|zed Copy Approved for Release 2013/03/18 : CIA- RDP90801390R000200330022 8

f
f
/
f
f
/
/
f
/
/
f

A

—_—



Declassified in Part - Sanitized Copy Approved for Release 2013/03/18 : CIA-RDP90B01390R000200330022-8
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 2075%

Serial: J-134-3%
7 Mav 1986

The Honorable D. Lowell Jensen
Deputy Attorney General
Department of Justice
Washington, DC

Dear Mr. Jensen:

(TS-CCO) Over the past few days we have discussed the very
serious problems that unauthorized disclosures cause the Intelli-

gence Communit*;in general and the National Security Agency (NSA)
in particular.

25X1

(TS-CCO) Enclosed are additional examples of recent leaks
which highlight again the problem which is caused by the gratuitous
publication of technical details concerning COMINT activities.

I cannot stress too strongly the great need and urgency 25X1

for a solution to media disclosures of technical details of COMINT
operations.

(TS-CCO) 1In light of our discussions and these new referrals,
as well as previous referrals over the past five months, I ask
that the Department consider on an expedited basis how the legal
tools available to us can be employed both to address the general
problem of leaks and, more specifically, the threatened disclosur-~
of the [::::::::}Program. Three policy questions are paramount: 2°X1

a. Of the cases now referred to DOJ, will the Department
of Justice investigate any of these on an expedited basis to
find the source of the disclosures and prosecute? That investiga-
tion should either call reporters before a grand jury to identify
the source of the leaks or proceed to apply 18 U.S.C. §798 against
the reporters and the media organizations themselves.

b. With respect to the r hreatened, and thus
far forestalled, publication about is it appropriate25x1
to secure a temporary restraining order and ultimately an injunc-
tion against the publication of information about that program?

I believe an adequate factual predicate exists to satisfy the

I believe : al predics
APPENDED DOCUMENYS EONTRINIunction
CODEWORD MATERIAL

Cemined By BA/CSIZ2
Originating Agsacy's Detormiuatios Bipdral

Handle Via Comint Chame”l:a\‘l'; R 25X1
TOP SECRET CY£&0T 45 TYs
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Serial: J-2354-8¢

c. 1If you determine that a TRO is not appropriate,
then I ask that you decide whether a prosecution would be pursued
upon disclosure. NSA is prepared to provide information about
the program during such a prosecution. The need to decide now
whether a prosecution would lie is important because it permits
us to use that commitment as another reason in persuading the
possible publishers not to proceed with the story.

(C) I recognize these questions raise difficult issues of
law and policy. Nonetheless, those issues have been considered
before. Thus, I believe a rapid response is possible. Director
Casey will convene a meeting in the next few days of concerned
departments and agencies to consider legal remedies to the leaks
problem. It would be most useful if the Department could present
its preliminary views on these questions at that meeting. Resolu-
tion of these questions as soon after the meeting as possible

would greatly assist in preservation of the security of vital
COMINT programs.

fM__Please do not hesitate to call myself or 38%1
General Counsel, if you have any questions.

Sincerely,

WILLTIAM E. ODOM

Lieutenant General, USA
Director, NSA/Chief, CSS

Copy Furnished:
SECDEF
DCI

Encl:
als

2

Handle Via Comint Channels Only
TOP SECRET
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NATICNAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GECRGE G. MEADE, MARYLAND 20755

The Honorable Edwin Meese III
The Attorney General
Department of Justice
Washington, DC

Dear Mr. Attorney General:

(U) Pursuant to subsection 1.7(a) of Executive Order 12333
and implementing procedures thereto, I am reporting to you an

unauthorized disclosure of classified communications intelligence
information concerning a sensitive intelligence target.

(S-CCO) Subsection 1.7(a) of the Executive Order requires
senior officials of the Intelligence Community to report possible

violations of specified criminal laws, including crimes likely

to impact upon the national security, defense, or foreign rela-
tions of the United States, by persons who are not employees of
intelligence agencies. It has come to our attention that in

three newspaper articles (attached at Tab A) various unnamed

sources within the Administration or the United States Government

have made unauthorized disclosures of classified and extremely
sensitive information concerning both NSA communications intelli-
ence activities and i i by the processes of 25X 1

These disclosures

therefore violate 18 U.S.C. §798.

The newspaper articles in question consist of the

25X1

| In these articles, state-
ments attributed to Administration officials, a State Department

official, and unnamed sources reveal classified information con-
cerning t:heL\_T
by this Agency,

W
appropriate government officials.

Pacofed B BA/SSN IR ~ o
Qoutavcily e Ocigiostieg Agvacy’s Detsrminativn Eesired

TOP SECRET UMBRA
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(TSC/0C) These statements by alleged U.S. Government
employees have caused exceptionally grave, and possibly
irreparable, damage to the national security. Subseguent to
these unauthorized disclosures,

25X1

(TSC/0C) 1In light of apparent U.S. Government employee
complicity in these unauthorized disclosures, and because of our
serious concern that such disclosures have, and will continue to

have, extremely deleterious consequences on this Agency's
ability to]

25X1

I strongly
request that the Federal Bureau of Investigation undertake an
investigation of this matter with a view toward criminal
prosecution of those persons involved. If evidence sufficient
to bring prosecution is not obtainable, appropriate admini-
strative action against any U.S. Government employee who
participated in these unauthorized disclosures should be taken.
In order to assist you in this undertaking, we are providing
answers to the standard questions raised concetnlng unauthorlzed
medla dlsclosures (see Tab B). If you requir

n or assistance, please contact Ms. 25X1
General Counsel, on (301) 688-6705. 25X1

Sincerely,

WILL m Z %‘\

E. ODOM
Lieutenant General, USA
Director, NSA/Chief,CSS

2 Encls:
a/s

2

TOP SECRET UMBRA
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‘Intellizence Coup’ Implicated Libya

Litercented Siasage Frem Berlin S2ig Lgemsticn s 'H-‘-pptni:; Now
By Bub Vaudward czuld gty Dlame Wesmmar Qad-

* Wasanigion Pt Stnf Minter

Lute on Agni 4 the United
Qrates intersested 3 Message from
the Liovan People’s Bureau in East
Beriin to hecdquariers in Tripoit
teiliny Liovan sutheorities that they
<yiil De very nagpy wnen ycu se2
the headlines tomorrow.”

A few hours later, in the early
hours of April 3, the United States
interceoted a second message from
East Berlin to Tripoli reporting that
an operation was *happening 0

that ‘would not be
Pevple"s Bureau.

That second message.

lines long, was seat within 10

minutes of the detonation of atomb

at the La Beile discotheque in West

Beclin that killed one Amesican and :
injured more than 200 people. The
blast occurzed at 1:49 a.m. Beslin
time. Bomb exgperts subsequently !

determined that the timer on the

device was probably accurate witsin

about 10 minutes. -

_ These two interce(s were the

4| 7 key elementsinan intedligencs Ju=-
ze that, whea pieced together,

comprised what President Rezgaa
has called the “irrefutable” evidescs

. of "Lioyan involvemeat in the La
Beile bombing. -

Taken individuaily? the messoges

were somewhat ambiguous. but

their timing and cumulative impact

leit no real doubt in the minds of

senior American officinls that they

o comms ve e

traceable o the

only a few

@'s Liova for the “moing @

jgmed SouTces said,

3 Haif 3 dozen sources £mifiar MG

the interzented mpsgsces s3id U

tiken together, th:-':sim'.'ﬁc'- i

qut;ﬂy cenvincing Seesaee they PrO-

vided the elements preTgence 3

jalysts consider ouga) 3 metve, I

lorder, 3 time and place zcd 20 3ii82° -
+ {¥on seport. i
.7 Sources said dist were was 80
+ message from Tripei specEcily \
. ordecing the Loming of te L3
:  Befe disco by :a:.:: orcerng 3 |
operstion an 2 gives day. Bu a’
Marca 25 cble o Liva €5
People’s Bureus ipchuci=g Exst
Berin. which way imtercepted by
i the Natenal Secig Agesy, &
j  rected that the burewss be ready to
; undermke operatigms. r3CS OF
| the " st Azecien TS
and Scities. '

One Libyan message mentoned
that Amecon mimey personsel
tended o congegte X specc
bars, suggestiog tze s S0
ptiening slaces wonld srese=l 2
desirzile wrger of Sppor==iry, X
coréing 0 ote soulte,

In addicion to Exst BecZa, e
threa-ine message of Macch 25
was sent to People’s Byremus—ite
: Lisvan equivalent of emaecsies—n

Paris, Rume, Madrid and ‘our ocker
Ezrogean apitals.

These messages Ame 3 day aiter
Libya fired missiles at U S carrier-
based planes operating in the Gull

'

e

of Sidra: the United States re-
sgonded by firing at a Libyan m-
sile site and sinking at least ™0
Loyan p.urol boats.

AR ARAT SN
M.

390R000200330022-8

Suurey SR WE v
heoaves Tooui aermaay
secome igunived M BT specic
Drges or ames far terToost XCET
stons. ander e teary
sie’s Suresus and Laven i
personnel on e scene R D T
Bz In 3dditicn, the sourcss s,
the Lipyans are sware that me TNl
has Sesn sble to ines
ang decade its dpiematic roifz, ond
on occzsion Libya has used couness
to deliver seasitve informoticn

The March 25 message ¥as 300
seat to London, presumsbly decuse
Brroin broke disiomatic reiagtons
wity Lioya in 1934 ard the Lender
People’s Bureau was closed. Onz
source said that when the L3 &v-
_idezce was presented to the Bricsk

government earfier this month, au-
thorices thers were elated that the
Licyans appaready bad po presezce
in Lo=con Scm which to coneuct &7~

T T

~
tmap vy Dos
ot U

rorist opersSons.
B:=in reke diziomaric relatons

Flod gl ';oﬁc:'.vcc:\"ras &1y shor
in Acsl 1934 ouwite the Ponple’:
Bur=ou in Lenden Ip-ascected diz
loratic messages showed &t Tz
oli 2ad encoursged and suppories
Ge incident, sources said

1.5, ofScizis privately epresse
Geeat orice ' wwhat one aied th
“ipeeilicesce coup.” As tke Nor-
A¢zaee Treary Organisston cox
o==iar. Gen. Bermaed W. Reger
sué ia 3 spe= @ Aracg ot Agr.
9, e misfgecce proviced “nc.
nuz=3ie 2vicence’ of Loyan resgo
sauiicy and he United Sctes w
airzos: abie to wara Gis © vacs:
the La Belle disco minutes beio
the sxgiosion. “We were about
minutes too late,” Rogers said.

NSA oficals, however, we
alarmed by Rogers’ statezest 3
an earfier ane by the US. amS.
sacor :0 West Germany, Richard
Burt, about the intelig=ace in:

: bomb:

= g ‘oot

the “Tecipients’ of these top-sex
intercepts that public revelation

their contears were severely b

pering its ability to mtercept Lt

pbk traffic, and that Estributic
intercests would be restricted.
Because of those public ¢
ments and several references it
pews medn, the sources said.

NSA's intercept capabiity alr

bad been jevpardized before *

ent Reagan on April 14, the

ning of the U.S. bumbing o

Libya, took Tthe extraordinary

of sunmaridng three of the

sages to or from the East |

Peuple’s Bureaw™

Stusf reseurcher Burbara Feins
contridutd to this rchort.
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s2CTIONT Section A, PazZe 5, Column 4 Fareign oo
N THD 614 words
“EADLINED HOW LIBYA MESZAGES INFORMED 1.3
TYOINED By LESLIE H. GELR] Special to th- s@w Yark (w0,
DATELINE: WASHINGTON, April 22

B2DY:
‘Within a few hours of the terrorist boabing of a west torlin Liscotheg.o, the
'n‘ted States 1ntercepueu fwo messajes tna' clearlx le-'r 5 'Lihyan

J

On the evening of A&pril 4, the day bef:re thz pooina, tiw < -::161:05 32:6 the
Li1Zyan Pecples Bureau in East Berlin sent 2 couud = L5077 "5 Y ioall itating
th3t an operation would be undertaksn shortly and (rat cibean e cisls would be
nlzased with it.

(c) 1985 The New vark TLmes, Sprit sl

This message was decodad by Amer:ican tntell:i.en anci..ts alaost instantly,
th2 gfficials said.

S0 was a second message, sent frum tno :ame apiond. oast s Tringl: 3 few
nGars later, some time Ju-ing the morniniy of Aur.l i tie Ting

t: m2::3qe
gt 1fxed Tr1p011 that the ogeration nag Jean g el tepet2d, and that ot
<3uld not be traceable to the Libyas digiomatic oot in .0 ne i,

at 1:4% A.M. in BRerlin

The explosion at the dx cotheque, whi v Kilicg 1o San ry
Turaish womzn and woundsd 230 other:, cam: at .7 . -, L1
~efore the second mescage was inter:cptuu.

Tem3 Ol oa
meooroannrtly

The thrust of this_information_ was reparted "o ol Loning o woan. It

wis generally confirmed ‘today by Adminiscratim: n:":xa 410 . tEat when
thzse two Gecadeﬂ Intercepts were put toycther w:U  tn "9t

L Lt tet mes Lanic

’\f" about z 10-day period, the totzlity const il an thee oagideres i
-Dnc‘usxve proof'' of UArert LIbysr o0 lveme s e ) septeags vt LG
But two of the Administration ofticials Stat @ ' st 1 cma 1 wa, nnt
S¢aCtly accurat2. The Post article - i1 70 Fyivot - .o S DRI N Ui

= - e - - C T —— e o ..

. = . . . e T ., - . .
- - — - - -
- - - —
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() 1985 The New Ta =73, 4nr 23 236
STELcial: they "twill ne wery haooe WRED T sy the henilaines tomorria.’ Ong
T€F1cial stated 'this was the thr.:? OF 702 moLsa,, M0t oant U 2xall
~2731n3. "' He declinea to specify ©9< w3t wirsi . +n1e Administraticn official

3313 The Post’'s reng:ition was correcll.

The two Administration offici3is 21sn maint3incs the seond »0ssage d:7 not

il A\ " - N - ¥

stzte that the operatign was ‘‘'hapioaing naw, " 2s 13T 5 :n The dasznington Post
grzicle. One other Administration 0!7:Ci3l sald Liure w.» 4 refvrence i1n e
€2cond message to the timing of the smtac-, bul the otiicr officials deniec this,

<alled a Civilian Target

All of the Administration officials stated 2 nunter af the mPs5ages
intercepted by the United States pointed i3 the aperatisi taking place at what
officials called a civilian target where amer:ican serv: .2a:n g.thered.

There was no message from Tripol: to £ast Borlin specitically directing the
sttack, nor did Tripoll send a congratulatary message fo:lowing the attach,
agccording to the Administration officiais.

The flurry of dispatches between Tripoli ann 1ty diplimatic posts in Europe
S€3an on March 25. This was the day after Libva tired =14511es at American

(c) 1986 The New York Times, April 23, 1986

aircraft carrier battlegroups sailing in the Gulf of Sicra, and after American
aircraft struck back at the missile-riring site ancd at Libyan patrol boats.

The American ships were there for the stated reasen of asserting freedom of
navigation in the gulf in the face of a Libyan contentich that most of the gulf
was Libyan territorial waters.

NN A\ F NN sy ey

Message of March 25 Cited

In the first message March 25, L:byan intelligence headuuarters gutside
Tripoli was said to have ordered abgut e:gnt diplomatic {wsts 1n Europe to
formulate plans against American military targets and c:.i1lian targe’s
frequented by American servicemen. )

These and other messages were intercepted and decoded by the Mational
Security Agency. The information coincided with otier intelligence rzports

nJiing that known Libyan agents were trailing American personnel in several
European cities.

™ (0 W0 7P Ry Ry

susgggtz Terms not available

- . ’

e ST e wmtm S Al S e S
- - - v eI e o S
it eee.

R S A o he gkt RS .:” . ‘.Z'_.B"- e '.r:-'i“!'\’f"*ﬁ‘—
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U.S. told E. Germans,
Soviets about Libyans

. By Bill GenZ*

@ MASHING TON TMES

Soviet and East German officiais did nothiny after the
United States warned them thut L:bvan officials in East
Berlin were involved in tervorism. Deputy Secretary of
State John Whitehead told Congress yesterday.

Arnother State Department offiuial! speaking on the
condition hé Femain anonymous. said in an interview
that US. electronic intelligence intercepts Tast March
revealed that a terrorist strike was ‘planned by the Lib-
yans in West Berlin.

- Under security provisions of the four power post-war
agreement on Berlin, US. officials alerted both the East
Germans and Soviets of a “clear terrorist threat™ on
March 27 and asked both governmenis 10 “take appro-

prizieaction” restrain the Libyans
in Sast Germany, the official said.

Bu:either commuaist power did.
and this led eventually to the bomb-
ing of a West Berlin discotheque on
April 3.

“In Berlin, we advised both the
East German government and the

. Soviet Union of the acavites of Lib-
van Peoples Bureau members
accredited o East Germany,” Mr
Whizchead wid a joint hearing of
House Public Works and Foreign Af-
fairs subcommittees.

“Both governments noted our con-

! cern” he said. “But they took no ac-

| ton to curb the activities of the
Pevpies’ Bureau memgers and it
was that bureau which Jdeliverad the
bomb o La Belle discstheque that
killed ard injured 250 people.”

The depury secretary stopped
short of accusing the Soviets and
East German governments of com-
plicity in the bombing, but criticized
both governments' faliure 0 “use
their influerce and legal position to
stop illegal activiry™ by the Libvan
officials in East Germary.

U.S. evidence of Libvan in-
volvernent in the terrorist attack led
to the air strike April 14 against ter-
rorist bases inside the north Afrivan
state.

Mr. Whitehead also said that U.S.
authorities have decided not to expel
an estimated 2.000 to 3,000 Libyans
in the United Staies, because only a
small percentage support Libyan
leader Muammar Qadaafl.

But US. authorities Rave stepped
up measures 0 keep close tabs on
Libyan residents, he said.

Mr. Whitehead said the Washing-
ton Peoples Bureau had been closed
in 1979, but that U.S. officials have no
power to close the Libyan United Na-
tions represeatative’s office in New
York.
g Youcan ho sy, RO Ve DR WS
ate closely observing the peupic and
the acrivities of the people who are
in that burcau,” he said.

U, officials decided nut to expel
the remaining Libyans in the United
States, most of them students, My
Whitchead said, because their expo-
surc to Western vatues mizht lead to

I e

\
)
1
a pro-American government follow-
ing Col. Qaddafi's regime. !
“There will be a futare for Libya
after Quddati and to have a number
of educated Libyans who have been
exposed to education in the United
States . . . in the tong run (may] lead
to a more stable Libya and 3 Libya
that will be mare a part of the world

communty than € is woday” Mr
Whitchead sad.

But the Libvans who remaimnin the
Cnized States on nsas have been
placed under close surve:llance by
the FBL, he said

State Department counterter-
ror:sm offic:al Parker Borg told the
House panel that only 50 10 percent
of Libvans residents may sympa-
thize with the Libvan leadern

“Most of them are reluctant to say
anything in putlic and when they
talk privately they've informed the
FBI people ‘look we don't want
have anything t© do with pelitics;
we're here as students, ™ Mr. Borg

said.

Mr. Whitehead said the socialist
Gresk goverment rejected UsS.evi- -
dence of direct Libyan involvement -
in the Berlin bombing. And he called
France's refusal to allow US. jets to
pass over French terroritory during
the U.S. air strike “reprehensible”

Mr Whitehead singled out Greecee
saving “our friends in Greece have
failed to recognize publicly that
Qaddafi and Libya are involved in
terrorist acaviny”

Asked vhether the Grezk govern-
ment was shown U.S. intelligence re-
ports of diplomatic cables linking
the Libyars o the 3erkn bombing,
Mr. Wiztekead repiied “yes” \
Sy far, they have rejeced it” he \
said.

Nikos Papacensacdzon, a Greek
~tassy spokesmar said & an n-
te~ow he &d not know if his gov-
er=r2at was shown the regorts on
the 3erlin bombting.

Ass:stant Sceure
Transpuriaton Matthew
outlined for the House
U.S. measures {or mom:
port secunty around the
said 17 airports have beer
a secret st of “high st
for US. toursts, but that
need not fear raveling to
ol trovel warmergs are s

Mr. Suocozza said U
have completed security
for “about half” the 1
scheduled for review w
initiated last Avgust. ¥
certain airports, whick
jdentify, will be inspec:
times a year

“We don't believe tod:
is a life-threatening sitv
airports, he said, exceg
minals in lran, Afghar
Yemen and Beirut.

Meanwhile, a Sov
claimed that the Soviet
ligence" proving that f.
planes wers downed
Libya air strike. incluc
bomber believed lost a:
craft thatcraskedonth
two others that were dc
foucd.

The Foreign M:
souncemest, which cL
gence on the aircraft
by “national technical :
euphemism for spy s
cailed “wtal and utter
the Pentagen.
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Y0P SECPET IMORL

STANDARD QUESTIONS AND ANSWERS

(U) QUESTION 1. Date and identity of the articles or releases
disclosing the classified information?

25X1|

(U) QUESTION 2. Specific statements which are classified and whether
the data was properly classified?

25X1

25X1 |

BIRifes ty wis sy i229

N2z 222 N, 1o ey -
Pz 0 Qigimatiug SEA3cy's Detemingtin !&i

TOP SECREY UMBRA
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fy: QUESTION 3. Whether the classified data disclosed is accurate’

25X1

(U) QUESTION 4. Whether the data came from a specific document and, if
so, the origin of the document and the name of the individual
responsible for the security of the classified data disclosed?

25X1

(U) QUESTION 5. The extent of official dissemination of the data?

25X1 |

(U) QUESTION 6. Whether the data has been the subject of prior official
releases?

25X1 |

(U) QUESTION 7. Whether prior clearance for publication or release of t!
information was sought from proper authorities?

(C) This Agency is unaware of a request for clearance to publi:
or to release this classified information.
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(U) QUESTION 8. Whether the material or portions thereof or enough
backgroun ata has been published officially or in the press to make an
educated speculation on the matter possible?

25X1 |

(U) QUESTION 9. Whether the data can be declassified for the purpose of

prosecution and, if so, the name of the person competent to testify
concerning the classification?

(FOUO) This Agency will provide information necessary to suppor
a prosecution. The selection of witnesses would depend on the nature an
needs of a specific prosecution.

(U) QUESTION 10. Whether declassification had been decided upon prior to
the publication or release of the data?

—_— (C) NO diSCﬂ_s_S_i_Qn_uaS_._ﬂ_f_h_as_hm_mn_d_A_f_A_nAJM detaia_
beyond those in the 25X1

(U) QUESTION 11. What effect the disclosure of the classified data could
have on the national defense? 051 |
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